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Current research gaps in DLT research

The majority of current research on Distributed Ledger Technology is focused on

identifying improvements to the challenges and limitations in blockchain protocols

• Usability

• Versioning, hard forks, multiple chains

• Privacy

• . . .

• Wasted resources

• Latency

• Size and bandwidth

An emerging field that needs further research is the study of the

fundamental mechanisms and security properties of the structure

underlying blockchain-based systems



Detailed analyses and formalizations of existing DL protocols are crucial to

• prove the correctness of the algorithms

• gain confidence that they achieve their goals

• identify their vulnerabilities

The need for a formal approach
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Motivations (1/2)



The behavior of permissionless protocols 

has been rigorously formalized in a 

number of recent works 

Very little work has been devoted to the 

formalization of protocols consistent 

with the permissioned setting 

Permissionless

Permissioned
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The need for a formal approach
Motivations (2/2)



XRP Ledger (originally called Ripple) is the third-largest DL network by market 

capitalization after Bitcoin and Ethereum

XRP Ledger
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[02/02/2020] Source: https://coinmarketcap.com/

https://coinmarketcap.com/


No need for a process of mining

to verify transactions
XRP Ledger Consensus Protocol (XRP LCP)
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XRP Ledger at a glance
Key features



No need for a process of mining

to verify transactions
XRP Ledger Consensus Protocol (XRP LCP)

Based on the idea of subjective trust assumptions Unique Node List (UNL)
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XRP Ledger at a glance
Key features



No need for a process of mining

to verify transactions
XRP Ledger Consensus Protocol (XRP LCP)

Convergence implies the continuous update

of the positions taken by the validators
Sharing of proposals

Based on the idea of subjective trust assumptions Unique Node List (UNL)
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XRP Ledger at a glance
Key features



Issues

The XRP LCP is often described in a vague and not very clear way…

Why is it so difficult to have a clear understanding of how the XRP LCP works?
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Why is it so difficult to have a clear understanding of how the XRP LCP works?

Issues

The XRP LCP is often described in a vague and not very clear way…

• The original white paper is deprecated

• Available documentation is restricted to the developer portal and a recent analysis

provided by the creators of Ripple themselves

• The only existing peer reviewed analysis was conducted on the original white paper

and showed that some specifications were flawed
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Goals of our work

• In-depth description of the XRP LCP for every step

• by means of a set-theoretic notation and mathematical formulas

• Accurate view of its current security guarantees in terms of safety and liveness

• their correlation with other protocol components can be leveraged to increase

either safety or liveness

Method:

• Direct analysis of the source code

• Careful investigation of all existing documentation relating to XRP Ledger
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A look to our approach

Output of each phase from the perspective 
of a single validator i
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Security properties

Safety: If an honest node fully validates

a ledger L, then all honest nodes cannot

fully validate a contradictory ledger L’ ≠ L

Liveness: If an honest node broadcasts a
valid proposal P to all honest nodes,
then P will eventually be accepted by all
nodes and included in a fully validated
ledger
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How to guarantee more safety or liveness (1/3)

• Safety fault tolerance

• Liveness fault tolerance

Safety and liveness tolerances can vary according to the assumptions made on the 
UNLs overlapping size, the validation quorum and the tolerated Byzantine nodes

A consensus protocol providing results that can
be relied upon is preferable:
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How to guarantee more safety or liveness (2/3)
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Unique UNL Overlapping UNLs



Unique UNL

as required by the current 
XRP LCP specification

How to guarantee more safety or liveness (3/3)
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Concluding remarks

We have taken the first steps towards the complete analysis of

the XRP Ledger Consensus Protocol

Next steps…

• additional security properties

• extended formalism

• automated verification tools

• different models of computation
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